Opx|2t M0 E 63 2026
K=
=)
Offensive Security Researcher - Z237|&A

& newbiepwner@kakao.com @ AN2EYA| @ phantomn.github.io € phantomn @ ph4ntOm

T Web/App Z2|sHZEE| OT/ICS(IEC 62443)10T-2|27|7|(FDA) £, AtO|t] S8 =& JHL7IX| 2471 0| Akel ==
£ 28t Offensive Security Researcher. LS ELECTRIC AtS3t7|7| Achilles Communication Certificate Level
Z #|5, NATO CCDCOE Locked Shields 2025 DFIR CTF 19|, Linux Kernel CVE 1671 + IoT CVE 54 + FVE 3

833 HXZ87|UAIE Web/App 23iE — M=2H-II|E-ZH-2e-HZ S 1271 AIO|E +H (A3 Security)
- OT/ICS &2t — |EC 62443-4-2 Threat Modeling-22|34Z, LS ELECTRIC Achilles Communication Certificate
2l

o loT o 2M.Hot =3 JljEh — ADIERIE |oT EHX|, IoT/CCTV &lSHALT ZAF =, Linux Kernel File System Fuzzer
Z CVE16H =&

- 9|=27|7| 2ot — FDA eSTAR Z1A&! 9l Web/App-2|&7|7| 22[siZ, Eot2lE(Cybersecurity Controls) 5 K&

. AtO|t{ 2gt =& ek — =% ELECCON, NATO CCDCOE Locked Shields 2025 DFIR CTF 19|, APEX
CTF 2025 2| 71t

e
T0{A|F72IE| (CoreSecurity), ICS 2 QtHATE] 20! o712 M=
. OT/ICS E9t— |EC 62443-4-2 Threat Modeling-22|82, LS ELECTRIC Achilles 62 2021 - 3

Level 2 21F |5, Ats3 A =7 70

. |oT 29t — ADIEIE! |oT |AX EHX| 7|2 2 AZ, 1oT/CCTV RSHALD ZAF £
i

- 9|27|7| 22t — FDA eSTAR Z1&g 8l Web/App-2|27|7| 2|8

- Ato|H{ St = — ot=™3 ELECCON 2%-2H| 7ie, Locked Shields 2025 DFIR
CTF 1%l, APEX CTF 2025 2#| 7Ht

A3 Security, 207 |=E! At M=
- 28H-337|E A28 7|LAIE 2olslZ 127 AIO|E — 19[H F|ob™ W 1~27/At 62 2020 - 62 2021
O|E Al
- KT Z|7IXIL| Al ALH, 5HZ 23| RPA, DBRSHE S S2|QUE S HIHY A|AH] HotM
ZE
- ISMS/ISO 27001 215 # S X[ ML (20])
OT/ICS K29t (IEC 62443)

LS ELECTRIC X}=%}7|7| Achilles Communication Certificate Level 2 Q1 S  2024.07 -2025.03 - 7|6
LS ELECTRIC PLC HZ#9| 2K £EA1 A1M 2Ix(Achilles Level 2) 2|52 28t AHA 100%
A-ANY-Eet DoS-AE-H|IHA Eef HFHUME Mo 7|52 |X[60F ot 1t 7|1E &
Q.
- PLC MZZ CilA Achilles Communication Certificate Level 2 T A|&l gt= EA1 A1
434
+ XGT Protocol & S41 A CHA AE/THA/H|IFHA T2 L
- [42H LS ELECTRIC PLC M|Zx Achilles Level 2 215 #|5 24
2o et gty
- 7|&: Achilles Test Platform - XGT Protocol - PLC - Wireshark - Python

HA‘I 2= di

=SSHE-1/4


mailto:newbiepwner@kakao.com
mailto:newbiepwner@kakao.com
mailto:newbiepwner@kakao.com
https://phantomn.github.io/
https://phantomn.github.io/
https://phantomn.github.io/
https://github.com/phantomn
https://github.com/phantomn
https://github.com/phantomn
https://linkedin.com/in/ph4nt0m
https://linkedin.com/in/ph4nt0m
https://linkedin.com/in/ph4nt0m

LS ELECTRIC IEC 62443-4-2 X33} A =71 7Y 2025.03 - 202511 - 7|
PLC MIZ=2| IEC 62443-4-2 Q15 ZH| 2PH0iM ZEHE Hot @ FAFS(CR) HHO| CHE 90%
= AY0IAS. SLRZ XS HHO| 7kt 2F AN S =] HS HY v 2 2.
- [EC 62443-4-2 SL1 7t & S 7|8 XtSeot 7hstt o= ME- 2715}
- FR2(AFZ H|01)-FR3(A|AR £ZH)-FRA(CIOIE 7|2 d)-FR7 (At 7t24) S HY Xt
st
- Y che-2ah 22 @ Ul 20 ME ool Zatel =
- [43H PLC MIZZ IEC 62443-4-2 41 7|8 AR XtE FH =7 JHE, +2¢ ChH|
Y Al =

. 7|&: Python - FastAPI - TypeScript - React - TailwindCSS - SQLite3

LS ELECTRIC XE217|7| Threat Modeling Zi&E 2023.03 - 202311 - 7|
XtS2H7171(XGI-CPUZ)2l [EC 62443-4-2 QI15S fISt HIAIK 9E 221t 0| HEY 40%
295 HR.

- System Definition - Function Point Definition - Data Flow Analysis &= &4, DFD

g

- STRIDE + DREAD 7|t Threat & Risk Assessment =&

- FRYESHV|EAE F|9H BT GEE 7 ZoiZC = i A4S

- [d2H XGI-CPUZ Threat Modeling 211X 3 Zo[6iZ E11M AtE

- 7|&: STRIDE - DREAD - DFD - IEC 62443-4-2

ADLER oloal F|ofd 2M. A4S £ U Hot7|& 7Y 2024.07 - 202411 - 7| =
ADEME IR CBSE= Windows/Linux PC2F Embedded 1oT/lloT7+ Zx{slf Yt AZHO 25%

2 XHEF|OFM AHO| 03, FREBSMT|HIAIL Jto|E 7|8t HH = TQ.
. ZONHEMT|HIAIA Fofd 2M J10|= 7|8t Windows/Linux B HF2|AE g
- SSDP Discovery 7|2t loT/lloT MACZ OS-SAE.C|HIO|A HE £F
- NVD/MITRE CVE-CWEZ CPE 7|HtQ 2 CBSO|| 0HL, PoC TEZ HH.FE= M X|of

N AH=
(==K

- [M2H Shell/Powershell k53t 2& 3! 57 AE|E| ¥ X DB 1%, Z0t CSV S
HE

- 7|&: Python - SSDP - CVE/CWE - CPE - SQLite - Shell/Powershell

loT F|2%d- =7

IoT/CCTV HsHAtD ZAF =32 71 2022.08 - 202212 - 7|0 =
CCTV S loT HH|= &eiAtD A| BH £8 EAL= 27 BRSO QK| 43, HYof LHE 4 45%
MOl 205 ML eH5HE AHES TAFET 2R,

- 2ZLH-2| CCTV 405 ChA HloiAtn SH 8 Xtsst =7 &A- 73

- UART HZ-Z2{A| HX-binwalk 7|2 B0 =& 3 A otel.273 H 7

- [MI}) 22712 ST AS — 40Z | Aol =X 27 U B

. 7|&: Python - C/C++ - UART - binwalk - Firmware Dump - Linux

AOIEL LY 10T 717] F2H ©X| 718 70 U AF (1xpAx) 2021.08 - 202112 - 7|0 =
ADIERD LY 10T 77| = YHICIE El5A 7|EIO 2 bt AZHO| {F 0 EE T2EZ0| 27X, 40%
AN ~FFN 0T XHS3t BX| 7|21t S HAEHE 2R,

. M (BACNet-KNXNet-Modbus)- 24 (Wi-Fi-BLE) Z2EZ C|AHHE| 7|t |oT AT

EEAES

- 2T HH(OS-ZE2EE-HY0-2H)2F NVD CVE/CWE I 2! PoC ZZ ALZ|Q gt
. [MoH AN ADIEYY 7|5 HAEHE 712 5l BIX| £ 2t E HS
. 7|2: BACNet - KNXNet - Modbus - BLE - CVE/CWE - SQLite

AOEYE W 10T 7171 FoFH Bl 7|& 7HE | 4F (24HdE) 2022.01-2022.10 - 7|HH=
AHAE BHX] 7|=2 AN 2F 52 ANEYUE | Ml BX| HetE HS-7HM. 40%
- AN ADELY A AT — 77| MIM-E2E 2 FE 7 9 FAH EX|
- FofE HE/QE/OE AlE gl BIX| MEE TZE F|2FF DB Z[4%t
. [Muf] AZ 78t EIX| M M =X EE
- 7|=: 10T Scanning - CVE/CWE - PoC Validation - CSV/Excel Report

25HE-2/4



KT 717kxIL| Al A3 £t molsh2
+ 7|7HX|L| Al AL| EH ChAF UART CIH1 QIE{HO|A £
. 24 5419 Android APK 2418 3 22 B0 5

. 7|&: UART - Bluetooth - APK - Android

2020.10 - 7|H&= 100%

o|&7|7| 22t (FDA/eSTAR)

°|27|7| FDA 29t ZME!
FDA ATt ™ Q1F FH| 2|2 7(7] HZ=ALS| ALO|HEQE 2 ALY SEZ 2|l
2~o|57|7|-AS AAH 2o[diZ, eSTAR H|E EA%} X[ 2.
- FDA Q!5 CHA @12} Threat Modeling X! 282t} ghot ==
- 9|F7|7| M| U HE Web/App ZolsHZOZ ™ AT
- FDA Premarket Cybersecurity 2 A2 7|8t eSTAR X|ZE EA2t Z1AE
- 7|&: FDA Premarket Cybersecurity - eSTAR - Threat Modeling

o|27|7| HotolE Z1ME! (Cybersecurity Controls)
MXIHADHD A28 AL|™7|MAXIZR7]) 2 27|72 HOtRIE FES 2ol 7|7|-HI0| AAE|
O|M-ZHIUM. A A|AE FHEO| AtO[HEOH SX| HA|-EA{%t.
« 7|7|-4(BLE)-¥Y-AH(LTE/5G)- & (HTTPS)-H|O| AAH|O|M(Wi-Fi) E41 A= 3l G|0|H]
SE 24
- JWT(HS256)-RTR, OTP 7! QIZ, H|

H=
(=K

- [d3H Cks HE HMEhMA 22|
xkA
1o

- 7|&: BLE - JWT/HS256 - OTP - RBAC - HTTPS

MM HA|EE RBAC S EQoF EX| AA

22| S Cybersecurity Controls 215 HZE X

oststs 7|uk Mokt 7143t T2 ™ E (K-MELLODDY)
Aok HplelE(FDD) S E2 CH7| 2 HIO[E- 2 E CHRO 2 JHE MHET| Myte| Hot

Lixiotet 2 218 SH 22,
- NIST SSDF 7|4 FDD ERE QrHiet 7He
27001-EU CRA ZE)
- FDD ¢/ 22 7|8 M| oI A8 W AATE 28 Hot SH|(API 22 X g
- 32Y 2ot 22| HA(SBOM+VEX+E0S) £ A A 2 22 2o|6{Z 23]

+ 7|&: NIST SSDF - Threat Modeling - SBOM/VEX - [EC 62443 - FDA Cybersecurity

T2MA 2A-H9| (IEC 62443-FDAISO

Saixt.

LY )

2024.03 -2024.12 - 7|0
30%

2024.06-2025.03- 7| =
45%

2024.07 - 202412 - 7|0 =
30%

Afo]H CTF 7H&
B=2E|

NATO CCDCOE Locked Shields 2025 — $t=-7ljL}C} HE DFIR E£E!
M7 £|Cf 2 27| AfO|H 20| 221 Locked Shieldsll 3:2-7HLIT} ¢18f DFIR 22
7). AAIZH 27 S0l M Aol EX BAHS B,

Xt

a

- HAIZESH ALE[Q St HoAtn ZHlAl 24 3L ERJIZIQ! TS

- DFIR CTF 2tH| =8 — OIE|HE FM.old A= EE[OFA|

- [M1}] Locked Shields 2025 2 ¢t 69| / DFIR CTF 22 19!

- [M2H Locked Shields 2026 ot=3-&7l2| Hg Special System =R &, T
- 7|=: DFIR - Volatility - Wireshark - Sysmon - YARA

9%l

APEX CTF 2025 — DFIR Network Forensics 2| 7
- DFIR Network Forensics 78| 112| A JHE — A &AL 7|9k ZRIA AL2| L
« 7|&: DFIR - Network Forensics - Wireshark

o MY AO|H 2ot 7 AR HZH (ELECCON)
- ELECCON 0fld CTF &H| 7Hf
- MHIHOT/ICS) &t 7|gt 2M Z4f

. 7|=: OT/ICS - SCADA - CTF

ALt A0

Y MO[HEQE SHAAH T3}

- AT A0 S =2 ol X 0
HY(OT/ICS) 2t 7[8t 2 S ALz 7HE
A
=

:OT/ICS - SCADA - CTF

E:
Ay
. Faio

. 7|

SSE-3/4

2025.01-2025.04 - 7| =
45%

2025.06 -2025.09 - 7| =
45%

2023.06 - 202312 - 7| =
30%

2022.07 -2022.09 - 7| =
40%



AFE ALO|H HoF ZHHAAH! HZF (2024)
- MHIYOT/ICS) &4 7|8t 2M Sk AL JHE
. 7|&: OT/ICS - SCADA

>
=]
ul
rx o
T
ot

SiZ AlLt2|L 7|3 P 2

- loT 77| CHd o A B4

C2021 &iAl (ELECCON LH{3]
- ELECCON Ajo|H{ =24t CH3]

=28-32 Web/App 22|l

2024.09-2025.02- 7| =
30%

2024.07 - 202412 - 7|
20%
202411 - 7|& 45%

2021.05 - 202112 - 7|H=
30%

28-22 HXI287|HAIY 28 (127 MOIE, A3 Security)
A3 Security x| & 282227/ MXZE7|RHAIA T4 T Web/App 22/512
oF BAWI} B QB 24 27 7H5A HZ U HM ot KAl

- FRE87IEAIE FH 2MEI— BN E2Y, IR 2INLE, S8FAtee S =8

|| o, oS TNMN= [l
Web/App Z22|s{Z
- S EY-HZE AAH HotY AE — SBIXNZ2W(QEWZ-CIXIHET), HHXISKt
HKMC, DB&sHEE 22|UE
- SYBYL RPA AATE ZFITH [ SHus SHE-LEMX-UNTAC S Z2[sHE
- [d2H 1270 AO|E 2ol =2, AO|ET N9 #|HE B 1~27 Al 5l 714 wiot
HIAl

. 7|=: Burp Suite - OWASP Top 10 - Web/App Pentest - Source Code Review

0t QI

2020.06 - 2021.06

INFINITT DPS 2|24 Z2HE mo|sjiZ
o2 HA Z;HE(DPS)2Q| Web-ZHI (Android/iOS) AH|A CHAN H|AZ|AE 7|8t X|oFM I
CHol AE A2 HE Q=24 32 7tsd HA.

7}0|= + OWASP Top 10 2021 7|2t Web/Mobile £

. FQPEENT|HAIN Fop B4

& Tl
- Burp Suite-Wireshark-APKTool SCZ Q1&5-HAEH|-AHAS F|oF™ HH
 [Mf] F14 FUH A (Tl 3™ 1), M A =X| 2F, 2 A HIN
XXt
- 7|&: Burp Suite - Wireshark - APKTool - OWASP Top 10 - Android/iOS
3o ASHAL FSX|H (ISMS, 1IS027001) Z1ME!
- ISMS:1S027001 QIZMAL FISX| 2 Z1EE +=H

3ok 7

2024.07 -2024.09 - 7| =

70%

202011 - 7<= 40%

202410 - 2025.01 - 7| =

25%

OS Kernel CVE 16Z1 — Best of the Best 87|: A& File System Fuzzer AA|- ¥ O 2 Linux Kernel CVE 16Z1(0-

day Zgl) =%. CodeBlue 2019(=)-Hack In The Box 2019(YAH|IZE!) LH.
loT CVE 52 — 7HQl 431: AH|C|=/loT ZH| FAH 241
%|CH 9.8 CRITICAL).

FVE 32 — Findthegap H{H}2E|: B JH2E| Z3HZ Chy

ANEE - g

2l
=

CVE-2024-33788/33789/33791/33792/33793 (CVSS

F|ofE H1 324 (&AMl HISH).

. 2|52 OtAH 25 (KAIT, 2021.07)
- HEQIZ &t2|At 25 (KAIT, 2024.07)

TRCfSt D HTEZSHE 3tAF (2012.02 - 2020.02)
HotAtl TSk k2|3t (2009.03 - 2012.02)

=SS5HE-4/4



	홍승표
	요약
	핵심 역량
	경력
	OT/ICS 보안 (IEC 62443)
	IoT 취약점·도구 개발
	의료기기 보안 (FDA/eSTAR)
	사이버훈련장·CTF 개발
	금융·공공 Web/App 모의해킹
	보안 컨설팅·인증
	취약점 연구
	자격증 · 교육


